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Just repeat the experiment, noise averages out
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• BlackHat USA: “Meltdown: Basics, Details, Consequences” ( August 9, 2018)
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We suspect that Meltdown reads the value from the line fill

buffers.

As the fill buffers are shared between threads running on

the same core, the read to the same address within the Meltdown

attack could be served from one of the fill buffers allowing the

attack to succeed. However, we leave further investigations on this

matter open for future work.
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You always leave 
the shitty jobs 
to "future you".

Yeah!
Fuck future me.
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Deep Dive: Intel Analysis of Microarchitectural Data Sampling

Fill buffers may retain stale data from prior memory requests until a new memory

request overwrites the fill buffer.

Under certain conditions, the fill buffer may

speculatively forward data, including stale data, to a load operation that will cause a

fault/assist.
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char value = faulting[0]
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• Spectre is here to stay

• More Meltdown-type than Spectre-type attacks
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GitHub www.iaik.tugraz.at

You can find our proof-of-concept implementation on:

• https://github.com/IAIK/ZombieLoad
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https://github.com/IAIK/ZombieLoad


Related Work www.iaik.tugraz.at

Other 2019 papers in the same space:

• Fallout: Leaking Data on Meltdown-resistant CPUs

• RIDL: Rogue In-Flight Data Load
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• Transient-execution attacks: the gift that keeps on giving

• Class of Meltdown attacks is larger than expected

• CPUs are deterministic - there is no noise
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ZombieLoad
https://github.com/IAIK/ZombieLoad

Michael Schwarz (@misc0110), Moritz Lipp (@mlqxyz), Daniel Gruss (@lavados)

December 28, 2019

IAIK, Graz University of Technology
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