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Jehitectusl____transient execution

Spectre exploits a performance
optimization in modern CPUs. Instead of
waiting for the correct resolution of a
branch, the CPU tries to predict the mos
likely outcome of the branch and starts
transiently executing along the predicted
path. Upon resolving the branch, the CPU
discards the results of the transient
execution if the prediction was wrong but
does not revert changes in the
microarchitecture. The prediction is
based on events in the past, allowing an
attacker to mistrain the predictor to leak
data through the microarchitecture that
should normally not be accessible to the
attacker.
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For instance, on some implementations speculatively probing
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is resident in the lowest level data cache (L1). This can allow the
data in question to be queried by the malicious application, leading

to a side channel that reveals supervisor data.
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Intel SA-00088

For instance, on some implementations speculatively probing
memory will only pass data on to subsequent operations if the data
is resident in the lowest level data cache (L1). This can allow the
data in question to be queried by the malicious application, leading

to a side channel that reveals supervisor data.

e Works on L3 too ...

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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Just repeat the experiment, noise averages out

Michael Schwarz (@misc0110), Moritz Lipp (@mlqgxyz), Daniel Gruss (@lavados)
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e BlackHat USA: “Meltdown: Basics, Details, Consequences” (& August 9, 2018)
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e BlackHat USA: “Meltdown: Basics, Details, Consequences” (& August 9, 2018)

Uncachable memory bl:gz;k hat

+ Mark pages in page tables as UC (uncachable)
- Every read or write operation will go to main memory

GIGRGRGIGI
nonanm

« If the attacker can trigger a legitimate load (system call, ...)
on the same CPU core, the data still can be leaked
+ Meltdown might read the data from one of the fill buffers

- as they are shared between threads running on the same
core

n Moritz Lipp, Michael Schwarz, Daniel Gruss | Graz University of Technology

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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Meltdown: Reading Kernel Memory from User Space

We suspect that Meltdown reads the value from the line fill
buffers.
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Meltdown: Reading Kernel Memory from User Space

We suspect that Meltdown reads the value from the line fill
buffers. As the fill buffers are shared between threads running on
the same core, the read to the same address within the Meltdown
attack could be served from one of the fill buffers allowing the

attack to succeed.

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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Meltdown: Reading Kernel Memory from User Space

We suspect that Meltdown reads the value from the line fill
buffers. As the fill buffers are shared between threads running on
the same core, the read to the same address within the Meltdown
attack could be served from one of the fill buffers allowing the
attack to succeed. However, we leave further investigations on this

matter open for future work.

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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e Disable hyperthreading or group scheduling

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)


https://www.intel.com/content/www/us/en/architecture-and-technology/engineering-new-protections-into-hardware.html

Intel Mitigations www.iaik.tugraz.at

e Disable hyperthreading or group scheduling

e Overwrite microarchitectural buffers

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)


https://www.intel.com/content/www/us/en/architecture-and-technology/engineering-new-protections-into-hardware.html

Intel Mitigations www.iaik.tugraz.at

e Disable hyperthreading or group scheduling
e Overwrite microarchitectural buffers

e VERW instruction (microcode update)

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)


https://www.intel.com/content/www/us/en/architecture-and-technology/engineering-new-protections-into-hardware.html

Intel Mitigations www.iaik.tugraz.at

e Disable hyperthreading or group scheduling
e Overwrite microarchitectural buffers

e VERW instruction (microcode update)
e Software sequences

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)


https://www.intel.com/content/www/us/en/architecture-and-technology/engineering-new-protections-into-hardware.html

Intel Mitigations www.iaik.tugraz.at

e Disable hyperthreading or group scheduling
e Overwrite microarchitectural buffers

e VERW instruction (microcode update)
e Software sequences

e New CPUs which are not affected

CPU Meltdown  Foreshadow RIDL  Fallout MLPDS MDSUM

8th/9th gen. Intel Core Coffee Lake X X X X x x
Intel Xeon Cascade Lake x x x x X X
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e Disable hyperthreading or group scheduling
e Overwrite microarchitectural buffers

e VERW instruction (microcode update)
e Software sequences

e New CPUs which are not affected
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8th/9th gen. Intel Core Coffee Lake X X X x x x 2?7
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We send a cleaned up Meltdown-UC PoC (MDSUM)
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June 22 —l Jann Horn reports Meltdown
December 12 —l We report Meltdown
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— February 15 -o We report Meltdown-UC (MDSUM)
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- May 30 —l We report LFB leakage with Meltdown-UC
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!
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Michael Schwarz

KAISER patch published
Jann Horn reports Meltdown

We report Meltdown

We report Meltdown-UC (MDSUM)
We send a cleaned up Meltdown-UC PoC (MDSUM)
We report LFB leakage with Meltdown-UC

We report Zombieload

Zombieload goes public
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2017 -e
May 4 —l KAISER patch published
June 22 —l Jann Horn reports Meltdown
December 12 —l We report Meltdown
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— February 15 -o We report Meltdown-UC (MDSUM)
- _ March 28 —l We send a cleaned up Meltdown-UC PoC (MDSUM)
- May 30 —l We report LFB leakage with Meltdown-UC
2019 l
April 12 —l We report Zombieload
May 14 —l Zombieload goes public
May 14 e ZombieLoad-resistant CPUs announced
-*
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“certain condition”

faulting load flush

cache line

Mapping v» Mapping v1

Page

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)



Zombieload Variant 2 www.iaik.tugraz.at

4
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
l
{

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)

“certain condition”

faulting load flush

cache line

Mapping v» Mapping v1

Page
TSX Transaction i




Zombieload Variant 2 www.iaik.tugraz.at

“certain condition”

load flush

cache line

Mapping v1 Mapping v1

Page
TSX Transaction i

-
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// Variant 2
flush(mapping);

if (xbegin() == _XBEGIN_STARTED) {
maccess(lut + 4096 * mapping[0]);
xend () ;
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e Data Conflicts
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e Data Conflicts

e Limited Transactional Resources
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e Data Conflicts

e Limited Transactional Resources

e Certain Instructions

e |O instructions, syscall, ...
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Data Conflicts

Limited Transactional Resources

Certain Instructions

e |O instructions, syscall, ...

Synchronous Exception Events
o #BR, #PF, #DB, #BP/INT3, ...
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TSX Intel Manual

12.2.4.5 Miscellaneous Transactional Aborts

Asynchronous events (NMI, SMI, INTR, IPI, PMI, etc.) occurring
during transactional execution may cause the transactional
execution to abort and transition to a non-transactional execution.
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TSX Intel Manual
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12.2.4.5 Miscellaneous Transactional Aborts

Asynchronous events (NMI, SMI, INTR, IPI, PMI, etc.) occurring
during transactional execution may cause the transactional
execution to abort and transition to a non-transactional execution.
[...] For example, operating systems with timer ticks generate
interrupts that can cause transactional aborts.

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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. Variant 1 Variant 2 Variant 3

( /‘ Kernel Mapping Transactional Microcode-Assisted

Asynchronous Abort Page-Table Walk

5.30kB/s 39.66 kB /s 7.73kB/s
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- April 24 —T Report Variant 2
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- |
May 14 -e MDS-resistant CPUs and Mitigations available
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2019 —T
April 12 —T We report Zombieload
- April 24 —T Report Variant 2
- May 10 —T Report TAA on Cascade Lake
- May 11 —T Call with Intel + Embargo
- May 14 -e Disclosure of ZombielLoad (without Variant 2)
- |
May 14 —T MDS-resistant CPUs and Mitigations available
May 16 —T Report VERW /Software-Sequences are insufficient
-®
.
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2019 -
April 12 -
April 24 -
May 10 -
May 11 -
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Nov 14 -

Michael Schwarz

We report Zombieload

Report Variant 2

Report TAA on Cascade Lake

Call with Intel + Embargo

Disclosure of ZombieLoad (without Variant 2)
MDS-resistant CPUs and Mitigations available
Report VERW /Software-Sequences are insufficient

Public Disclosure of Variant 2

(@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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< Twittern

Josh Walden @jmw1123 - 19. Nov.
Case of beer on it's way/there later this week thanks Daniel! Thanks again for

the partnership!

@ Daniel Gruss @lavados - 13. Nov.
Antwort an @Desertrold und @jmw1123

I'm in favor!








‘% Daniel Gruss

Thanks again Josh!

We already received the case a month ago but only found
time this weekend to sit together and enjoy some!

We wish you a merry Christmas and look forward to
continue working with Intel next year.

cc
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e BlackHat USA: “Meltdown: Basics, Details, Consequences” (& August 9, 2018)
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e BlackHat USA: “Meltdown: Basics, Details, Consequences” (& August 9, 2018)

Meltdown with Fault Suppression bl gz;k hat

+ Intel TSX to suppress exceptions instead of signal handler

if(xbegin() == XBEGIN_STARTED) {
char secret = x(charx) Oxffffffff81a000e0;
array[secret * 4096] = 0;
xend();

}

for (size_t i = 0; i < 256; i++) {
if (flush_and_reload(array + i * 4096) == CACHE_HIT) {
printf("%c\n", 1i);
}
}

Moritz Lipp, Michael Schwarz, Daniel Gruss | Graz University of Technology

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)










Intel Mitigations www.iaik.tugraz.at

e Disable Intel TSX
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e Disable Intel TSX

e Deactivated by default with new microcode updates on
CPUS enumerating MDS_NO
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e Disable Intel TSX

e Deactivated by default with new microcode updates on
CPUS enumerating MDS_NO

o VERW to overwrite affected buffers

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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e Software-sequences and VERW do not work reliably

E Michael Schwarz (@misc0110), Moritz Lipp (@mlqgxyz), Daniel Gruss (@lavados)
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e Software-sequences and VERW do not work reliably

e Cases where leakage is still visible

E Michael Schwarz (@misc0110), Moritz Lipp (@mlqgxyz), Daniel Gruss (@lavados)
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Transient cause
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[ Transient cause )—{ Meltdown-type ]
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Meltdown-PF

[ Transient cause )—{ Meltdown-type

Meltdown-MCA
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{ Meltdown-PF }—{ Meltdown-US  }—{ Meltdown-US-LFB_}

Variant 1
[ Transient cause )—{ Meltdown-type
( Meltdown-AD  —{ Meltdown-AD-LFB ]
Meltdown-MCA Variant 3
Meltdown-TAA

Variant 2
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microarchitectural buffer

Spectre-PHT
prediction
Spectre-BTB
Spectre-RSB
Transient cause
. MetdownRES |
Meltdown-PF
Meltdown-type Meltdown-BR
fault/assist
Meltdown-GP
https://transient.fail Mettioumch

fault/assist type

mistraining strategy

Cross-address-space

‘Same-address-space

Cross-address-space

Cross-address-space

|

§

i
Jl

in-place (IP) vs. out-of-
place (OP)
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[ Address ]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)



Zombieload Insights www iaik.tugraz.at

[Instruction Pointer]

Memory-based

Side-Channel
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o=
o= e Spectre is here to stay
0= V e More Meltdown-type than Spectre-type attacks
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You can find our proof-of-concept implementation on:

e https://github.com/IAIK/ZombieLoad
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Other 2019 papers in the same space:
e Fallout: Leaking Data on Meltdown-resistant CPUs
-— e RIDL: Rogue In-Flight Data Load
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cee e Transient-execution attacks: the gift that keeps on giving
e Class of Meltdown attacks is larger than expected

e CPUs are deterministic - there is no noise

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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