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CPU Power Management

« Thermal Design Power (TDP) is the power consumption
under the maximum theortical load of the CPU

« Give integrators a target to find proper thermal solutions

11111 + For short period of times, more power can be consumed.

How PL1, PL2, and Tau are Related
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Figure 1: AnandTech
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CPU Power Management

In order to save power, you can ...
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Intel RAPL

* Need for Platform Thermal Management, Platform Power
Limiting, Power/Performance Budgeting

- Intel Running Average Power Limit (RAPL) provides ...
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Intel RAPL

« On Linux, counters can be accessed using the powercap
framework

/sys/devices/virtual/powercap/intel-rapl

+ On macOS and Windows, a driver from Intel needs to be
installed

+ Graham Sutherland (@gsuberland) found other Windows
drivers exposing the MSRs
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What can we do with this?



Distinguishing Instructions

 Measure the energy consumption of different instructions
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Figure 2: A histogram of the power consumption of various instructions on the i7-6700K (desktop) system.
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Distinguishing Operands
« Measure the energy consumption of different operands
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Figure 3: Measured energy consumption of the imul instruction with one operand fixed to 8 and the other varying in

its Hamming weight.
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Distinguishing Data
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« Measure the energy consumption of different load values
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Figure 4: Energy consumption of the movb instruction for all byte values, ordered by Hamming Weight (HW) and
value. The circle marks values where the most-significant bit is set.
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Distinguishing Load Targets

+ Measure the energy consumption of different load targets
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Figure 5: Using RAPL to distinguish whether the target of a memory load is cached (cache hit) or not (DRAM access).
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Let's exploit this!
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Covert Channel

« Communication Channel between two parties that are not
allowed to communicate

+ Leveraging the power side channel
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Covert Channel

| + 2 Processes, Sender and Receiver
+ Send a 1: Perform energy-consuming instructions
| - Sendao: Idle

+ Receiver measures power consumption

— Deduces transmitted bit
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Covert Channel

Energy [n)]

Time [cycles]

Figure 6: Transmission of bits 1101100011 using the time-less covert channel.

Moritz Lipp, Michael Schwarz, Daniel Gruss, Andreas Kogler



Covert Channel

 Not limited to 2 processes
— 15 « Xen Hypervisor granted guests access to the RAPL registers

« Establish a covert channel between 2 guests
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Covert Channel
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Figure 7: Transmission of bits between 2 Xen guests.
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Breaking KASLR

« Kernel Address Space Layout Randomization (KASLR)

\ randomizes kernel location
« Exploit energy consumption differences between

m + Mapped addresses

+ Unmapped addresses
+ Valid address translations are cached in the TLB

Moritz Lipp, Michael Schwarz, Daniel Gruss, Andreas Kogler
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We want real attacks: Let’s attack crypto!



Attacking RSA

+ RSA is a widely-used public-key cryptosystem

Y S\

Encrypt with public key Decrypt with private key

« Get the private key: Profit!
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Attacking RSA
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Attacking Intel SGX

« Instruction-set extension

« Integrity and confidentiality of code and data in untrusted
environments

« Run programs in enclaves using protected areas of memory

+ Operating system can be compromised
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Taming the enclaves



SGX-Step: A Practical Attack Framework for Precise
m - Enclave Execution Control

Jo Van Bulck o i ».7;9
imec-DistriNet, KU Leuven

y .-;n,y@nbulck@cs kuleuven.be

Abstract L Wi

Protected module architectures such as Intel SGX hold the
promise of protecting sensitive computations from a poten-
tially compromised operating system. Recent research con-
vincingly demonstrated, however, that SGX’s strengthened
adversary model also gives rise to to a new class of powerful,
low-noise side-channel attacks leveraging first-rate control
over hardware. These attacks commonly rely on frequent
enclave preemptions to obtain fine-grained side-channel ob-
servations. A maximal temporal resolution is achieved when
the victim state is measured after every instruction. Current
state-of-the-art enclave execution control schemes, however,
do not generally achieve such instruction-level granularity.

This paper presents SGX-Step, an open-source Linux ker-
nel framework that allows an untrusted host process to

Frank Piessens
‘F('L‘.-. imec-DistriNet, KU Leuven
grank piessens@cs.kuleuven.be

Raoul Strackx
imec-DistriNet, KU Leuven
raoul.strackx@cs.kuleuven.be

concerns, the past years have seen a significant research ef-
fort [3, 6, 9] on Protected Module Architectures (PMAs) that
support isolated execution of security-sensitive application
components or enclaves with a minimal Trusted Computing
Base (TCB). These proposals have in common that they en-
force security primitives directly in hardware, or in a small
hypervisor, so as to prevent the untrusted OS from access-
ing enclaved code or data directly, while still leaving it in
charge of shared platform resources such as system memory
or CPU time. With the arrival of Intel’s Software Guard eX-
tensions (SGX) [6, 7], such strong hardware-enforced trusted
computing guarantees are now available on mainstream con-
sumer devices.

Recent research demonstrated, however, that the increased
capabilities of a privileged PMA attacker allow her to con-
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libsgxstep
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if secret do
instl
else A
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(‘Q’) Interrupt handler
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f libsgxstep
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+ SGX-step is an open-source Linux kernel framework

« Configure APIC timer interrupts

« Single and zero-step enclave execution
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o 6 « Combine Intel RAPL with SGX-step

 Measure the energy consumption of single instructions
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SGX Step + RAPL

target ol + Measure an instruction by
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SGX Step + RAPL

target noise  Measure an instruction by

h - executing it once

+ executing it repeatedly

 padding it with known instructions

+ using SGX-Step to reissue the instruction

N o
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Toy Cipher

« Enclave imitating Square-and-multiply
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Toy Cipher

« Enclave imitating Square-and-multiply

« Single step every instruction

« Measure the energy consumption of several zero steps
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RSA Toy Cipher
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Attacking mbed TLS

— « Extract RSA key from mbed TLS 213.0
e . .
O @ » Square-and-multiply algorithm
« Multiplication function uses AVX memset

« Number of instructions executed depends on the key
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Attacking mbed TLS

key bit
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Attacking mbed TLS

square and multiply

Moritz Lipp, Michael Schwarz, Daniel Gruss, Andreas Kogler



Attacking mbed TLS
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Attacking mbed TLS
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Attacking mbed TLS

test
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Attacking mbed TLS

test
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Attacking mbed TLS

test
1 .o I __-\~\ 0
I, \\
¢ !
sub ~ - mov
mov \; ! sub
| .
vmov \ / m
sk o#£ L< TP
vbroadcast | \ endbr64
; ; jne
jne /!

Moritz Lipp, Michael Schwarz, Daniel Gruss, Andreas Kogler



Attacking mbed TLS

test
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1 sub ~ - mov
2 mov i | sub

‘ | I
N vmov | . m
N S R O

N+1  vbroadcast | . | endbrés
j ; Jne
jne /!

Moritz Lipp, Michael Schwarz, Daniel Gruss, Andreas Kogler



Attacking mbed TLS

test
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1 sub mov
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Attacking mbed TLS
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Attacking mbed TLS

test
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Attacking mbed TLS

test
i == A A
v v
sub mov
mov sub
/ N vmov | [ i jmp
‘> N+1 | vbroadcast @i > endbr6s

jne
jne
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Attacking mbed TLS

test
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Attacking mbed TLS

test
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RSA Toy Cipher
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Performance

 Time per key bit increases linearly based on the index
« 3h 31m for a 512 bit

- 52 minutes spend for finding target instruction
+ Record 3 samples per key bit

+ This could be extend to a single trace attack

Moritz Lipp, Michael Schwarz, Daniel Gruss, Andreas Kogler
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Timeline

2017 -e
February 27 —o‘ Discovery of the RAPL interface
March 31 —o‘ First version of the lyrics
May 18 —o‘ Coming up with this talk title
= Fall —o‘ First toy attack on RSA + covert channel
— - 2018 4‘
o Spring 4‘ KASLR break + 8-bit blocks for RSA
— 2019 7.‘
September —o‘ Full attack on RSA
November —o‘ Submission, Responsible Disclosure + Start of Embargo
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« Issue was embargoed for almost a year
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« Issue was embargoed for almost a year
« Disclosure date: Nov 10th, 2020
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Repeat Repeat Repeat

- Difficult to measure parts without SGX-step
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Repeat Repeat Repeat

- Difficult to measure parts without SGX-step

« Can measure over the overall execution
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« Building a power consumption model of the device:
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Correlation Power Analysis

« Building a power consumption model of the device:

i f
Hamming Weight Hamming Distance
Number of bits set Bits flipping between operations
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Correlation Power Analysis

« AES-NI: Side-channel resilient instruction-set extension
- Target AES-NI in a scenario where we can trigger
encryption/decryption of many blocks
+ Disk encryption/decryption
« TLS
+ (Un)sealing SGX enclave state

Moritz Lipp, Michael Schwarz, Daniel Gruss, Andreas Kogler



CPA Attack

J O + SGX Minimal 1/0 noise: 2 million traces in 26 hours
@ « SGX Real-world conditions: 16 million traces in 277 hours
+ Kernel: 4 million traces in 50 hours
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« AMD affected as well

AMD
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» Never heard back after disclosure
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Other CPU Vendors

« AMD affected as well
» Never heard back after disclosure

A I l D « Similar Linux patch as Intel
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Distinguishing Operands on AMD

 Measure the energy consumption of different operands

0Xx00 OXFF
- — — OXOF ox3F
g)fl 0x03
&
c
()
o
<)) = ~
a N
I I I I = [
9.25 9.3 9.35 9.4  9.45
Energy [1)] -10°

Figure 9: Measured energy consumption of the shr instruction with varying Hamming weights.
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Other CPU Vendors

Other CPUs also have interfaces for measuring power

« Some ARM development boards (odroid XU+E, SAML11)
NVIDIA Jetson TX2
IBM POWER9

YYYYYYXLY « Marvell ThunderXx2
E

« Ampere Altra
+ Hygon Dhyana CPU family
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Intel and AMD processors affected by
another side-channel exploit

Two years after Spectre and Meltdown, the xB6 processor faces another side-
channel exploit - only this time, it is based on sensing temperature
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« Remove the unprivileged access to the RAPL MSRs
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Countermeasures

« Remove the unprivileged access to the RAPL MSRs
« 1 Line Patch for the Linux Kernel
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Countermeasures

« Threat model of SGX allows a compromised operating
system

+ Operating system patch does not help
+ Microcode updates are necessary

+ Fallback to a model of the energy consumption
+ Does not allow to distinguish data/operands any more
+ Constant-time implementations are necessary
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Mitigation

Density

Density
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PLATYPUS

PLATYPUS: Software-based Power Side-Channel Attacks on x86
Moritz Lipp, Andreas Kogler, David Oswald, Michael Schwarz,
Catherine Easdon, Claudio Canella, Daniel Gruss
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+ Power side-channel attacks can be exploited from
software on modern CPUs
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« Power side-channel attacks can be exploited from
software on modern CPUs

« Threat model of Intel SGX requires more complex
mitigations
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