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e Variant 2 embargoed until November 12, 2019
e Only variant without hardware mitigations
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September 12, 2018 VUSec reports fill-buffer leakage (RIDL)
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April 24, 2019 We report ZombieLoad Variant 2 (CVE-2019-11135)
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ZombielLoad works despite software mitigations and
@ even on MDS-resistant CPUs (e.g., Cascade Lake)
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Complex situations handled in microcode

e Setting accessed/dirty bit
e TSX abort + rollback

Load needs to be re-issued

Meltdown effects due to “microarchitectural fault”

No architectural fault handling required
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Page Number

Page Offset

Meltd Physical 12 11 0
eltdown |47 Virtual 12
|51 Physical 12

11 0
Foreshadow 47 Virtual 12
Physical 12

11 0
Fallout 47 Virtual 12

ZombieLoad/ 51 Physical 12 1 c B o
RIDL 47 Virtual 12
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l Variant 1 Variant 2 Variant 3

/‘ Kernel Mapping Transactional Microcode-Assisted
Page-Table Walk

Asynchronous Abort

5.30kB/s 30.66 kB /s 7.73kB/s
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e Disable hyperthreading or group scheduling
e Overwrite microarchitectural buffers

e VERW instruction (microcode update)
e Software sequences

e New CPUs which are not affected

CPU Meltdown  Foreshadow RIDL  Fallout MLPDS MDSUM  Zombieload

8th/9th gen. Intel Core Coffee Lake x x x X x X 7?7
Intel Xeon Cascade Lake x X X x X X 7?7
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e Variant 2 works on all CPUs
— Embargoed until November 12, 2019
e Microcode and software sequences do not prevent Zombieload
——

— Reported on May 16, 2019

e ZombielLoad might not only leak from fill buffer
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e Disable hyperthreading
e Flush all buffers on privilege-level change

e Fill buffer, store buffer, load ports — VERW
e Flush L1 cache — MSR_IA32_FLUSH_CMD

e Disable Intel TSX (MSR_TSX_FORCE_ABORT)
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Transient cause
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[ Transient cause )—{ Meltdown-type ]
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Meltdown-PF

[ Transient cause )—{ Meltdown-type

Meltdown-MCA
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( Meltdown-PF }—{  Meltdown-US }—{ Meltdown-US-LFB }

Variant 1
[ Transient cause )—{ Meltdown-type
(_ Meltdown-AD > Meltdown-AD-LFB |
Meltdown-MCA Variant 3
Meltdown-TAA

Variant 2
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Transient cause

https://transient.fail

prediction

Spectre-type

Meltdown-type

fault/assist

microarchitectural buffer

Spectre-PHT

|

Meltdown-BR

Meltdown-GP

Meltdown-MCA

fault/assist type

mistraining strategy

Cross-address-space

Meltdown-US

Meltdown-AD

in-place (IP) vs. out-of-
place (OP)
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You can find our proof-of-concept implementation on:

e https://github.com/IAIK/ZombieLoad
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oo e Transient-execution attacks: the gift that keeps on giving
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ce e e Transient-execution attacks: the gift that keeps on giving
e Class of Meltdown attacks is larger than expected

e CPUs are deterministic - there is no noise
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